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AT+QMTCFG="will",<client_idx>,<optional>
AT+QMTCFG="timeout”,<client_idx>,<optional>

AT+QMTOPEN=<client_idx>,"<host name>" <port>
TCP-REQ
OK — TCP SYN
TCP SYN+ACK -
- CP SYN+AC T Sl 5
+QMTOPEN: <client_idx>,<result> Tee ished TERACK »| IR
+Ql : <client_idx>,<resul T2/ AR E I
AT+QMTCONN ecfiont i . . TET2/F A1 L
AT+QMTCONN=<client_idx>,<clientiD>,<optional> CONN-REQ N . ) o AT
OK |4 — - |Starttimer BRI PR I%
T1, T2 JIB 55w JE H el (09 IR [T ACK PINGREQH(# {1
+QMTCONN: <client_idx>,<result>[,<ret_code>] CONN ACK-IND _[*— = ! Q
- Stop T1 or handle Excepl
Excepl:
AT+QMTSUB =<client_i i et
QMTSUI AT+QMTSUB=<client_idx> <msgid>... SUB-REQ (msgid) i FFTCPIE
OK Start timer [ P IEAT BEE A
T1
% B2 lCEIAT I 13t i L E]
- _SUB ACK-IND (msgld) o 5 B FINT B B £ 932 19 ACK hEarsay
| +QMTSUB:<client_idx> <msgid> <result>[, <value>] Stop T1 or handle Excep2 T e
AT+QMTCFG %
%AT*—QMTUNS AT+QMTUNS=<client_idx><msgid>... UNS-REQ (msgld) | BRI
OK Start timer RIRIBAT B -
T1

o SRS ERISCRR T Hod

+QMTUNS: <client_idx>,<msgid>,<result>[,<value>] UNS ACK-IND (msgld)
- Stop T1 or handle Excep2

AT+QMTPUBEX=<client_idx>,<msgid>,<qos>=0, .
<retain>,<topic>,<length> pLpURT R

PUB-REQ e AT+QMTCFG & /-
I E— ™ BB KA E AR LA £

AT+QMTPUBEX AT+QMTPUBEX=<client_idx>,<msgid>,<qos>=1,

(<qos>=1) <retain>,<topic>,<length> PUB-REQ (msgld)
OK Start timer 3k B AT
T1
__ PUB ACK-IND (msgld) |« I 55 3 WS 2 3% MO £ 9 3R [ITACK
:QMTPUBEX: <client_idx>,<msgid>,<result>[,<value>] Stop T1 or handle Excep2

AT+QMTPUBEX |AT+QMTPUBEX=<client_idx><msgid>,<qos>=2,
(<qos>=2) <retain>,<topic>,<length>

PUB-REQ (msgld) |
OK |- Start timer R AR
T1

PUB REC-IND (msgld) S 55 B AT B 1

Stop T1 or handle Excep2

PUB REL-REQ (msgld)
Start timer I JEIL TR R AT B £
" TR 55 BRI R TBCR AT B
2% B T
PUB COMP-IND (msgld) e eSS
Stop T1 or handle Excep2

FQMTPUBEX: <client_idx>,<msgid>,<result>[,<value>] |*

Receive PUB-IND (msgld) L R 55 28 A3 2 5% e 4
HILURCHE = +QMTRECV: <client_idx>,<msgid> <topic>,<payload> |

PUBLISH;H .
PUB ACK/REC-RE Id NN -
Q (msg RS TR N
Reply according to <qos>
AT+QMTDISC=<client_idx> ~
ok DISC-REQ KLU PR .
FERE:
+QMTDISC: <client_idx>,<result> A
2 2 <optional> ) T2 4.
AT+QMTCLOSE=<client_idx> TCP-REQ o A 2B L, i
— TCPWITIER R AT iy 4 5F B i3 o
OK . . TCP disconnected Lt
+QMTCLOSE: <client_idx>,<resuilt>
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BC B i 4 FR I e S A R, K BRI 2 A O I B LB .
o TRIZ ZHINERN R E

3.1.2. AT méiEH]

4% AT 5% at DAUINER N7 Ik BIN<CR>K &K I 41T, @, A /EHEHEERN
<CR><LF><response><CR><LF>[PJi N, {75 A SR o R a2 A B R A&, 0% T <CR><LF>, 1%
A A A N
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3.2. AT 2~

AR RIR IO T B T AT a2 AR Ui, AR B 2 38 15 0 28 i Rt AR B0 T AR IR AL
AN e B S RS B PIRES o L8 AT f S AFAEZ DB, IR R G Z [AAAFAE AR LR R Bl
L.

3.3. MQTT #i=k AT #5 &k

3.3.1. AT+QMTCFG ®E MQTT Hi&S%

Zim S HTACE MQTT KL S 4.

AT+QMTCFG HAZE MQTT HWiES¥

Mk a2 M [
AT+QMTCFG=? +QMTCFG: "version",( 3£ ¥ 1 <client_idx> i Fl),( 32 £ 1)
<vsn>%l )

+QMTCFG: "pdpcid",( > F 1 <client_idx> 7t [l ),( 3¢ #F 1
<cid>7E[H)

+QMTCFG: "ssl",( > £F 1 <client_idx> 78 Rl ),( 32 #F )
<SSL_enable>%1%), G FFHI<SSL_ctx_idx>7u )
+QMTCFG: "keepalive",(>Zff ) <client_idx>7E F), (3 HE1
<keep_alive_time>3i )

+QMTCFG: "session",(> £F r) <client_idx> vt H),( > £F 1)
<clean_session>%1%)

+QMTCFG: "timeout",(3Z £F i) <client_idx> & [),( 3 #f i1
<pkt_timeout>yu [ ),( 3 #F i <retry_times> u [ ),( =< £F 1)
<timeout_notice>%1%)

+QMTCFG: "will",( 3 ## i <client_idx> 76 [ ),( 3 #F i
<will_fg>%12), G ft<will_qos>u ), GZ i ft<will_retain>
511%),"willtopic","willmessage"

+QMTCFG: "willex",( 3 ¥ 1 <client_idx> a5 [ ),( 3 ¢ 1
<will_fg>%112), G Fft<will_qos>7u ), GZHeI<will_retain>
5122),"willtopic" ,(GZFFI<will_len>JE )

+QMTCFG: "recv/mode",(GZHFHI<client_idx>Ju ), (G211
<msg_recv_mode>%1|3&),(GFFfl<msg_len_enable>%13)
+QMTCFG: "aliauth",( 3 #F [fJ <client_idx> i #)," product
key","device name","device secret"

+QMTCFG: "gmtping",(3 #F i <client_idx> i [#),( 3 ## 1)
<gmtping_interval>3u [#)

+QMTCFG: "send/mode",GZEFHI<client_idx>yul), GZEFH
<send_mode>%1%)
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AT+QMTCFG="version" ,<client_idx>
[,<vsn>]

TQE HH ?

Fo B MQTT %/ i3 HI () PDP
AT+QMTCFG="pdpcid",<client_idx>[
,<cid>]

-&E HE 7

P& MQTT SSL B A SSL E Rz 5l
AT+QMTCFG="ssl",<client_idx>[,<S
SL_enable>[,<SSL_ctx_idx>]]
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+QMTCFG: "onenet",(3 £F ] <client_idx> it [l )," product
id","access key"

+QMTCFG: "hwauth",(> ## f) <client_idx> i [)," product
id","device secret”

+QMTCFG: "hwprodid",(G#FH<client_idx>Ji [#)," product
id","product secret”,"nodeid"

+QMTCFG: "dataformat",(GZFrf<client_idx>¥E ), G2 RrH
<send_mode>%1|3),GZFrf)<recv_mode>%1 %)

+QMTCFG: "view/mode",(cZFrir<client_idx>7E ), G HFIT
<view_mode>%1%)

+QMTCFG: "edit/timeout",(3Z ¥ [ <client_idx>yu H), (32 #F
[f1<edit_mode>%15&), G I<edit_time>3i )

+QMTCFG: "protocol/check",(GZHiI<client_idx>JuHl),(Z
Frffj<protocol_check_enable>%1%)

OK

7

LA TIE S, AW MQTT Wi A
+QMTCFG: "version",<vsn>

OK

LR ERESHHE MQTT iEHAMIE, FE MQTT Whil A :
OK

A BT R R

ERROR

M) S

HARSTIESEL, AW 4 ET MQTT % /4 f£ H 1) PDP:
+QMTCFG: "pdpcid",<cid>

OK

FIREMIESEH MQTT EE ARG, BLE MQTT & /7 i fy i
FH ) PDP:
OK

o AT R R

ERROR

M) J3

FAMGAESH, W4T MQTT SSL # LK SSL EF
MRGIBE L

+QMTCFG: "ssl",<SSL_enable>[,<SSL_ctx_idx>]
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e B ORI I 1)
AT+QMTCFG="keepalive",<client_id
x>[,<keep_alive_time>]

WEML

Eﬂﬁzlﬁ%’éiﬂ
AT+QMTCFG="session",<client_idx>
[,<clean_session>]

WEML

e BBV S5 A% P I 1]
AT+QMTCFG="timeout" ,<client_idx>
[,<pkt_timeout>,<retry_times>,<time
out_notice>]

wEmS
BB Will {5 5

EEBTEFEBARBARAF
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OK

FIREMIESEH H MQTT & ARG, it & MQTT SSL A=A
SSL EFX%E:
OK

o IR R

ERROR

0

HAAMETIRSH, WA 2 ORI I ] -
+QMTCFG: "keepalive",<keep_alive_time>

OK

HIEEIAS A MQTT EHOREIEE, AL & IRIG N H .
OK

A AT AT R R

ERROR

0

HAWTIASE, WA TS TE R,
+QMTCFG: "session",<clean_session>

OK

FIEIRSEH MQTT iEEAAIE, HE ST,
OK

A BT R R

ERROR

M) S

HANETIR AL, A 2 A B Y B A A N I 1]
+QMTCFG: "timeout",<pkt_timeout>,<retry_times><time
out_notice>

OK

FIREANESHH MQTT EEAR B, o B B A4 i 17l -
OK

25 AL 42

ERROR

oI

PR TTIE SR, AT Wl S
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AT+QMTCFG="will" ,<client_idx>[,<w
ill_fg>[,<will_qos>,<will_retain>,<will
topic>,<willmessage>]]

WEML

fic & Will 15 5

AT+QMTCFG="willex" ,<client_idx>[,
<will_fg>[,<will_gos>,<will_retain>,<
willtopic>,<will_len>]]

Tﬁﬁ HE ?

e B I 55 4 B0 R AU 5
AT+QMTCFG="recv/mode" ,<client_i
dx>[,<msg_recv_mode>[,<msg_len_
enable>]]

-&E HH 7

MEMERZRRER
AT+QMTCFG="aliauth" ,<client_idx>[
,<product key>,<device

name>,<device secret>]

EEBTEFEBARBARAF
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+QMTCFG: "will",<will_fg>[,<will_qos>,<will_retain>,<wil
Itopic>,<willmessage>]

OK

HIETESHH MQTT SR BIE, BLE Wil 52
OK

o IR R R

ERROR

i

LRI ATIESA, WA T WIll FIRERE S

+QMTCFG: "willex",<will_fg>[,<will_gos>,<will_retain>,<
willtopic>,<will_len>]

OK

LIRERIESHE, BB WIll {58

>

BN WIll W8 #EEEK T <will_len>, & 3% m K £
2 F<will_len>%dE .

OK

o BT R R

ERROR

M) J37

LIS ATIE S, WA T MQTT £l Bl
+QMTCFG: "recv/mode",<msg _recv_mode><msg len_e
nable>

OK

HIEE MRS HH MQTT IEE ARG, Bk & 285U izl
P
OK

A AT R R

ERROR

Mg J32

HEMAIESHE, WERREER.

+QMTCFG: "aliauth",<produc key>,<device name>,<dev
ice secret>

OK
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Bic & OBk Fik+QMTCLOSE #2 A H]
g% EsF 11
AT+QMTCFG="gmtping",<client_idx
>[,<qmtping_interval>]

‘L&E HE ?

FCE MQTT Vi B i A& 5
AT+QMTCFG="send/mode" ,<client_i
dx>[,<send_mode>]

WEML

fid & [E #25) OneNET “F &1 &4 1F E
AT+QMTCFG="onenet" ,<client_idx>[
,<product id>,<access key>]

EEBTEFEBARBARAF
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i ESHH MQTT JEEREIE, REMERREFER
OK

o1 IR R

ERROR

ME] S5

LRI AIESA, WEROERER ER+QMTCLOSE & KA k&
I [

+QMTCFG: "gmtping",<qmtping_interval>

OK

LI ENIESHH MQTT EHaRAIE, FE OB LR
+QMTCLOSE 5 K (1] [ i [a] :
OK

A AT R R

ERROR

0

LRI AIESE, WA ST E
+QMTCFG: "send/mode",<send_mode>

OK

FRE M IESHH MQTT EEACE, BiLE MQTT W EIMAIE
P
OK

5 BT T 2
ERROR

o

RN S, WA AR

+QMTCFG: "onenet" ,<product id>,<access key>

OK

HARE RS HH MQTT A, BLE T EF5) OneNET
FERRERE R

OK

5 B I A R
ERROR
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FCE A 10T FEREREEE
AT+QMTCFG="hwauth" ,<client_idx>
[,<product id>,<device secret>]

‘L&Eﬂlﬂ =4

FCE N 10T FERER&ER
AT+QMTCFG="hwprodid",<client_id
x>[,<product id>,<product secret><
nodeid>]

lﬁ%. HE Q’

Fe B MQTT %di s 3%
AT+QMTCFG="dataformat",<client_i
dx>[,<send_mode>,<recv_mode>]

AR

e BB AR MQTT %idfs i 1] A5 2
AT+QMTCFG="view/mode" ,<client_i
dx>[,<view_mode>]

EEBTEFEBARBARAF

LTE Standard(A)&%] MQTT R #E S

7
LRSS H, WA AT E

+QMTCFG: "hwauth",<product id>,<device secret>[,<h
w_time_enable>]

OK

HREFESAH MQTT ERABIE, BLESEN loT “FEI3
wfE R
OK

A IR 1R -

ERROR

7

HAAWSTESEL A TS

+QMTCFG: "hwprodid",<product id><product secret><
nodeid>[,<hw_time_enable>]

OK

AIE R IES A MQTT ORI, BLEHEN 10T T HHE
HEE:
OK

5 BT T 2
ERROR

o
FRMETTE S, WA AR

+QMTCFG: "dataformat",<send_mode>,<recv_mode>
OK

FREIESEH MQTT EE ARG, FE MQTT Fidas .
OK

5 U AT R
ERROR

T
LR AIESE, WA ST E
+QMTCFG: "view/mode" ,<view_mode>

OK

GIEE LS H MQTT iEH AR, MEEAEAT MQTT
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wEMmL

BCE MQTT #ap N4 R i s (1]

AT+QMTCFG="edit/timeout",<client_
idx>[,<edit_mode>,<edit_time>]

B E e

B MQTT Fhridis 7

AT+QMTCFG="protocol/check" ,<clie
nt_idx>[,<protocol_check_enable>]

B K 7 (8]

R

e
<client_idx>

<vsn>

<cid>
<will_fg>

LTE Standard(A)&%] MQTT R #E S

s 1] A
OK

o IR R R

ERROR

0

HANE RS, WA AT E

+QMTCFG: "edit/timeout",<edit_mode>[,<edit_time>]

OK

FIGERESHH MQTT HHREIE, BE MQTT HAKLE
I I ]
OK

1 AT R R

ERROR

I

¥imk<protocol_check_enable>, NMIZT#) [ & «
+QMTCFG: "protocol/check",<client_idx>,<protocol_che
ck_enable>

OK

LI IESEH MQTT IEFHZARAIE, RE IS EDRE:
OK

o

ERROR

300 ZFb

Zfr A LI A R

S E A RAT

T, MQTT &/ uibn iRfF. JufEl: 0~5.
AL, MQTT il A

3
4

BA,

MQTT #riX v3.1
MQTT i v3.1.1
MQTT % A5 ] PDP. Jif: 1~15; ZRIAAE: 1.

A, FLE Will Flags

==}

EEBTEFEBARBARAF

oL E Will Flag
s B E Will Flag
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<will_qos>

<will_retain>

<willtopic>
<willmessage>

<will_len>
<pkt_timeout>

<retry_times>
<timeout_notice>

<clean_session>

<keep_alive_time>

<SSL_enable>

<SSL_ctx_idx>
<msg_recv_mode>

<msg_len_enable>

<product key>
<device name>
<device secret>
<gmtping_interval>

<send_mode>

LTE Standard(A)&%] MQTT R #E S

B, RIETH B QoS 4.

0 ®WEKIE—IK

1 BORE—IX

2 RRiE—X

#A, Will Retain Fric A& H T PUBLISH 8 5.

0 4% i KA —% PUBLISH 5 2 255 4%, H BTN A% 2 4 RTiT [
HhE, RS BMARE ZH L

1 M KA —% PUBLISH JH B 2RSS 2%, 1H BRI A IE R M mTiT 17

HhE, RS AR I B

FRPEREAL, Will topic &R, KEJEE: 1~256 F4i.

FRAEBRA . MF PR AN R, ZSE0E R E R AR Wl Topic 1117
B KEEHE: 0~256 F77.

B, Wil JHEMKE. JEHl: 0~256.

B B AL . Y5 1~60; ERAE: 55 HAL: .
A, BRI 5 E R RS JER: 0~10; ERIME: 3.

A, ALTER AR R TS ARG R .

0 AEik

1 LBk

B, HLE SRR,

0 EFumWiIFiEss, MREHUILEAEZE T FE S

1 REHDIMIGR BRI A P oA S, RSN “Clean”
A, RG], JEH: 0~3600; ERIME: 1205 A7 ¥, ZSHUE LN
& P BRSO B K TR BRI TE], 7E 1.5 BB TE Y, B AR SS Be R
P EE S CZEEIEA RS, MIBRINE ik i% T DISCONNECT
HE, RS2 S W& ik .

0 RIARAWITFE 7 b4

R, FCE MQTT SSL k.

0 i@ TCP %

1 f#i/H] SSLTCP %4k

M, SSL EFXXERAl. TEHl: 0~5.

AL, ME MQTT il S .

0 MRS MQTT W A LL URC HIER _EIR

1 MRS BB MQTT 31 2R LL URC MR EHR

B, BLE URC Hg B & MRS S0 MQTT W B KA.

0 AaH

1 A

FRPEBRA B R A
TR, B R AT B R

FRPEREAL, Bl B R IHEONT 6 KA IR A R TR E .

AL, DR EiR+QMTCLOSE Ho k@i ], JEF: 5~60; ERIAH:
5; HAf: o

AL, MQTT B A%

0 FfH

rEBEEEEARROARAF 17 /36
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1 Nk
<product id> TR, hERS) OneNET “F&/4M 10T & KA ID.
<access key> FREHEM, hEFEE) OneNET V& /40 10T “F & KAG K~ %%
<hw_time_enable> B, WARAIERIER 10T PR, 2R B .
0 ZEib
1 ffife
<product secret> TR, N R AT B R e
<nodeid> FRAEBRA, BRPRIRRD, BRI ﬁ%ﬂﬁ *Tl YBEi
<recv_mode> AL, MQTT 4 B ok =X,
0 T
1 Nk
<view_mode> B, FEAER T MQTT i i Bl AR =
0 AFHE
1 [HE
<edit_mode> B, MCE MQTT M AN B sl & SR .
0 %t
1 fiige
<edit_time> A, MQTT Fy N HE iy |] . JEH 1~120; Ffr: .
<protocol_check_enable> #7R!, flE MQTT PriltAs A=,
0 AREPY
1 g

#iE

1. #<will_fg>=1, #4145 E<will_gos>. <will_retain>. <willtopic>fl<willmessage>; #
<will_fg>A N 1, DL ESE A

2. RA LRSS A1 E BEER, <clean_session>=0 A H k.

3. ¥ MQTT #ZEBECE N SSL 1k, NAZifEE<SSL_ctx_idx>. B4k, ®/FEEH AT+QSSLCFG
FLE SSL MRA . M#EwEEM. Z4a%g. CAER. K/l A% %, JE28 RTC IfE, X
LefE MQTT SSL IR F I HE] CARBSRALS X SSLINIED)RetEHLrlik, TEEIFRKRB T
WERARSF.

4. B REIREA LRI AR TP A R .

5. AT+QMTCFG="aliauth" A TR =, #HOLHE, N7 LA ATHQMTCONN H ffj<username>
Fl<password>.

rEBEEEEARROARAF 18 / 36
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LTE Standard(A)&%] MQTT R #E S

3.3.2. AT+QMTOPEN ITH MQTT & iiM &

Zam A T8 MQTT 2 /i 4T M4 .

AT+QMTOPEN  #TH MQTT & ¥ 4%

Mk &
AT+QMTOPEN="?

feniikiass
AT+QMTOPEN?

B E e

AT+QMTOPEN=<client_idx>,<host_n

ame>,<port>

B K 7 (8]
SRERVLT]

2%

<client_idx>
<host_name>
<port>
<result>

EEBTEFEBARBARAF

M 9
+QMTOPEN: (SZ#¥ff<client_idx>7i),"hostname" (2 ¥
ftI<port>7 )

OK
M J&7
[+QMTOPEN: <client_idx>,<host_name>,<port>]

OK

A5 BT T R
ERROR

M

OK

+QMTOPEN: <client_idx>,<result>

A5 BT R
ERROR
120 b, ZMLBORE

/

A, MQTT &) imbriRfF. JEH: 0~5.

= Sy

T

HRA, RS asHihl, FTLUE IP bk E A . BORKE: 100 T,

W, IRSSEsu . JEFE: 1~65535.

B,
FTIFIRZs R
FTIFIAZ )

MQTT FriRFF# 5
0% PDP R0

1 44 R AT R

I 26 T 5 B0 R
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3.3.3. AT+QMTCLOSE 3¢ MQTT %) g M 4%

2 T %M MQTT 2577 i [ 45

AT+QMTCLOSE %M MQTT 2 7 i N 4%

T2 M [

AT+QMTCLOSE=? +QMTCLOSE: (>ZFFff<client_idx>3i )
OK

WEMS ] J8

AT+QMTCLOSE=<client_idx> OK

+QMTCLOSE: <client_idx>,<result>

BT R

ERROR
i R ) 87 s 1] 30 b
R U /
%
<client_idx> B, MQTT &P uiihn A, JaH: 0~5.
<result> B, i APATE

-1 RS
0 SRHIMILE ALY

3.3.4. AT+QMTCONN ZE#ZEZE A MQTT RS2

B E R IERE MQTT MRS #siH M iz 2. 4% P i 22 F R 55 2% 2 [8]1) TCP/IP Socket iz,
WZ5fE ] CONNECT il — il 2 25k .

AT+QMTCONN #EEZE P3| MQTT ARsS#

Mk 2 M J87
AT+QMTCONN="? +QMTCONN: (ZfFfI<client_idx>yi[),"clientid","userna
me","password"

OK
L M) J37
AT+QMTCONN? [+QMTCONN: <client_idx>,<state>]
OK

rEBEEEEARROARAF 20/ 36
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A7 BT AT R
ERROR
WE L M N

AT+QMTCONN=<client_idx>,<clientid OK
>[,<username>,<password>]
+QMTCONN: <client_idx>,<result>[,<ret_code>]

Ao AT 1%
ERROR
5 K 7 P ] <pkt_timeout>fE (BRIN5 ) , ZMLARZASF
R 5 B /
S
<client_idx> AR, MQTT & P ImbriRifF. JE[l: 0~5.
<clientid> TR, BRI
<username> TR, B %, aTH TR
<password> TR, B P A0 R SRS, R AL
<result> B, mAPATSS
0  H¥itukikmrh HEI Bk S 25 1 ACK
1 HiEfEL
2 HIRARIERIL
<state> AL, MQTT IEFIRES .
1 MQTT ¥kt
2 MQTT IEAEiESR:
3 MQTT C&iERKT)
4  MQTT IEEWTFFiER:
<ret_code> B, EERESRE.

R IER

TEAEERE: AR IR A

TR bRiRAT R 4

ELEER: AT

TEAa R FEIRIN A 44 B Y

TEAaEER:: R

<pkt_timeout> O R AR A . YuRE: 1~60; BRIME: 55 Wiz Bb. W@ AT
+QMTCFG="timeout",<client_idx>[,<pkt_timeout>,<retry_times><timeou
t_notice>]fc B iR i A

g ~h W NP O

rEBEEEEARROARAF 21 /36
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#1E

AN 1D CEIER MRS S, 1R i A RAH IR 1D SEOEE R, k55 A6 T IEOR K 2
SERE, R4 BERATHTE S i i) CONNECT it

3.3.5. AT+QMTDISC ZFiRli5 MQTT RS2 HER

MR P uiE R WS MQTT MRS 28 MERRfE H1Z 4. % /i k1% DISCONNECT 8 B3Ik % 28 &
B 5 RS g Wi TCPIP &4

AT+QMTDISC & Fimli5 MQTT MRS 2siER:

M % M 7

AT+QMTDISC="? +QMTDISC: (ZFF<client_idx>3i )
OK

WE MY 0] &

AT+QMTDISC=<client_idx> OK

+QMTDISC: <client_idx>,<result>

A HIBLAT T4 2
ERROR
B KA I [ 30
HEE U9 /
ZH
<client_idx> . MQTT %Sk, il 0-5.
<result> R, AT

-1 WiTERR RN
0 WiIFHEERI)

3.3.6. AT+QMTSUB iTHEE

A A TAT R — A E /., % iR 1% SUBSCRIBE 1 & MRS 2511 1 — ek 2 AN 8, 41T
) E R AR S, RS Re SISy By PUBLISH W S AL 2% 7 b o

AT+QMTSUB T X/

Mt 2 M %7
AT+QMTSUB="? +QMTSUB: (3 #F ) <client_idx> 7 [ ),<msgid> list of
["topic",qos]

rEBEEEEARROARAF 22 /36
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t%%iﬂﬂ?

OK
o

AT+QMTSUB=<client_idx>,<msgid> OK
,<topicl><qos1>[,<topic2>,<qo0s2>

]

B K LI [

SR eV

2%

<client_idx>
<msgid>
<topic>
<q03>

<result>

<value>

<pkt_timeout>

<retry_times>

#1E

+QMTSUB: <client_idx>,<msgid>,<result>[,<value>]

A H BT TR 1R

ERROR

<pkt_timeout> x <retry_times> (ERik 15 F}) , ZMZOIRSR
M

/

A, MQTT & uiihn R fF. Jif: 0~5.
BN, BARBPRRST. JEH: 1~65535.
TR, BT e RV
A, I AT S QoS &4 .

0 ®mERZE—R

1 ZKRE—IR

2 HAKRiE—IX

B, A PATEE

0 BIEARIE NI HEEIR S #4511 ACK

1 HlEwEE
2 HHRRIERM
BA,

Fr<result>=0, N|<value>{E NN QoS EFH. MK E;

Fr<result>=1, IFRIRHHE 0L EAL IREL

Fr<result>=2, NAEIR.

AL, B AR R . YR 1~60; ERIME: 55 ffi: AP, wliEI AT+QMTC
FG="timeout" ,<client_idx>[,<pkt_timeout><retry_times>,<timeout_notice>]fit &
R I T T

B, B RS . B 0~10; ERME: 3.

RAELERE LT QoS A iE s QoS 54 1 8 2 Ml B 4 B r<msgid>, 7EKEEEIE 7 A H 1)
—HATIH R P<msgid> L A —. —BORUIZSEUERIEH B HOZ 10, (HEFRBL T ER.

rEBEEEEARROARAF 23136
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3.3.7. AT+QMTUNS BiIEs

it 4 TR

W—NEE A E M. &) iR R4S s &% UNSUBSCRIBE 78 5B 1T #f 52 F) 35

AT+QMTUNS
WK 4

AT+QMTUNS=?

BE ML

BT FEE
M) J3
+QMTUNS: (37 £ ) <client_idx> i H# ),<msgid> list of
["topic"]
OK
M) J&7

AT+QMTUNS=<client_idx>,<msgid> OK
,<topic1>[,<topic2>...]

B K I [
S ERIl

BH

<client_idx>
<msgid>
<topic>
<result>

<value>

<pkt_timeout>

<retry_times>

+QMTUNS: <client_idx>,<msgid>,<result>[,<value>]

A AT AT EE 1R

ERROR

<pkt_timeout> x <retry_times> (ERik 15 #0) , ZMZRTT
Ui

/

B, MQTT & ubr il fF. Juf: 0~5.
B, HARBOPRRAT. YoMl 1~65535.
TR, B um AR T ) s BT 3
B, A PATE

0 H¥EtukikmTh HEI Bk 5 4511 ACK

1 HEpEfk
2 HHROROERM
BA,

#i<result>=0, N<value>{EH AN QoS SRR &

fi<result>=1, IR REHE AL AL

fi<result>=2, MIAER,

B AL A Yo 1~60; BRME: 5: Ffz. b W@ AT+QMTCFG="ti
meout",<tcpconnectID>[,<pkt_timeout>,<retry_times>,<timeout_notice>]l. &
I I ] o

B, B RS . JEE: 0~10; ERIME: 3.

rEBEEEEARROARAF 24 /36
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3.3.8. AT+QMTPUBEX XR#ilEE

& Pl % a2 i AR AT E KA B RIRS A, RS A8 A B BT ] . & — > PUBLISH
B R A EEATR, A DB i T e AT, AR AT RN, R AT
XUy SAESN PUBLISH ¥ SR 3% F vt o

AT+QMTPUBEX KAl E

Mk 2 M J87

AT+QMTPUBEX="? +QMTPUBEX: (Z ¥ i<client_idx>3u [l),<msgid>,(GZ £ 11
<qos>iu ), G <retain>%13)," topic","length”
OK

wWEMmL M %7

AT+QMTPUBEX=<client_idx>,<msgi >
d>,<qos><retain><topic><length> Wil >J5, # A\ FERIEMEHE, HFHELFEKE R T

B K 7 (8]

R

BH

<client_idx>
<msgid>
<q03>

<retain>

<topic>
<length>
<result>

<length>, 2 HREF1T MR
OK

+QMTPUBEX: <client_idx>,<msgid>,<result>[,<value>]

A AT AT EE R
ERROR
<pkt_timeout> x <retry_times> (ERik 15 ) , ZRLRZS

A

/

B, MQTT & s . Yil: 0~5.

B, BRI B RRRAF. JEEl: 0~65535. K5 %4<qos>=0 i, %SHUEN 0.
A, R P AR R AT B QoS 4.

0 ®mERE—R

1 P RE—X

2 HAKRiE—IR

B, WERIERGANTRE G, RS HSEGRFIZEE.

0 ARAF

1 fRf7

TR, fPRAT G,

A, R RATE BRI K.

B, A PATE

0 Bk mTh HAEI BIIR S 251 ACK (24<qos>=0 I & A 7 #dlE, M7 ACK)
1 HiEaEfE
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2 HEGKIER

<value> LESICR
fi<result>=1, MIFEoREdfs 0 B AL 8
Fr<result>=0 8(# 2, MIAERILSH

<pkt_timeout> A, EAA LB A O 1~60; BRIMA: 5: #Af7: B, AlEd ATHQMTCFG
="timeout",<client_idx>[,<pkt_timeout> <retry_times>,<timeout_notice>] & &
IR IR TA]

<retry_times> HEAL. HyE A LRSI, JEHl: 0~10; BUAME: 3.

#1E

1. #Hi% ﬁ?v?ﬁhﬁﬁkﬂ]ﬁﬂlﬁf OK, 75 F'uiii o] AR RATH I EEE 6. (L 4mEdh f R KR E AR T

ANE RN GEshE HRAN N 5), <z ERROR.

%A AT, %ﬂ‘)jﬁﬁ”ﬁﬁfﬁii%ﬁﬁﬂﬂﬁﬁ%%o B N B 1) B R K FE O 1500 715

3. KATHE A LAAAT PUBLISH VH B 2IRST&%, IRS5as thrl LUAAT PUBLISH HE 2T & . ZHRFTas K
A B BT &R, 2R[E URC @1 Host B MQTT k45 &8 K%k M %4 : +QMTRECV:
<client_idx>,<msgid>,<topic>[,<payload_length>],<payload>, T URC #iik (45 5, iES
¥ HA2 &,

N

3.3.9. AT+QMTRECV MZEHFFEEEE
% ST WA Z AP BUE B, RS a4 Bkl B # o AAAdE BX AN 2 A7 .

AT+QMTRECV MZEHFHIEENE R

N7 Mg S

AT+QMTRECV="? OK

EHifla 4 M [

AT+QMTRECV? +QMTRECYV: <client_idx>,<store_status_0>,<store_statu
s_1><store_status_2>,<store_status_3>,<store_status_
4>
OK
= MQTT .

OK

WE A M 5

AT+QMTRECV=<client_idx>[,<recv_i [+QMTRECV: <client_idx><msgid><topic>[,<payload_le

d>] n>],<payload>
[...1]

OK
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I MQTT 4%

ERROR
B K L[] /
R /

2

<client_idx> A, MQTT & P b iRfF. Jul: 0~5.

<store_status> M, FREAHEBAANHE, ZATREFE 5 %GR, Ft&RZFE FHR 5 %
URC.
0 A HIRAEURE
1 SAeFPEHE

<recv_id> B, FORERBEBEIERNT S . W 0~4.

<msgid> AL, B  BARRTT. YU 0~65535, Hf5%4<gos>=0 i}, EZHAl N 0.
<topic> FRPREM, PRI,

<payload_len> A, (5 EMKAE.

<payload> FREFAL . F A AR TS B

rEBEEEEARROARAF 27 136
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4 MoTT #8% URC

A BT EEHIR MQTT A% URC.

% 3: MQTT A3 URC

S URCH#R #iR
o 1 MQTT HEFS R AE, & i = Wit
[1] +QMTSTAT: <client_idx>,<err_code> MOTT i%4:3¢ 4 URC.
2] +QMTRECV: <client_idx>,<msgid>,<topic>[,<pay 4% /i3] MQTT AR5 s it .2
load_len>],<payload> 4% URC.
N2, =] S w4 E N, ZTV
3] +OMTRECV: <client_idx><recv_id> M MQTT 55 42 S A7 il B2 A7
i 4k URC.
L 1 MQTT GEZREARALIS, 27 i 2 % A
[4] +QMTPING: <client_idx>,<result> MOTT i35:3F F4IE URC.

4.1. +QMTSTAT MQTT &% ZREZLK URC

It URC LL+QMTSTAT: 1=k, 4 MQTT % ZIRES KA 4 FRi%Z URC.

+QMTSTAT MQTT &2 ERFTZIE URC

+QMTSTAT: <client_idx>,<err_code> 4 MQTT BE 2 RSN, B/ Wi MQTT ## 5 Bk

URC.
¥
<client_idx> B, MQTT &P uiihnAfF. JGH: 0~5.
<err_code> iR, HAERESE IR,

rEBEEEEARROARAF 28 /36
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% 4: URC R

LTE Standard(A)&%] MQTT R #E S

<err_code> iR FRRITEE
1 YIRS AT e HE 4T ATHQMTOPEN E & MQTT %%,
. I BT PDP, S8 FHMGE PDP Jf B
2 3% PINGREQ i i a2 i MQTT i,
1. EAERNIH GRS ER.
. 2. HRPRE S 1D AR A .
3 $i% CONNECT i sz Sl 3. Wik MOTT ., JE22ub s R ik
CONNECT .5 R 55 2% .
1. BEFERANIH P 4SS IEW.
N . 2. WRERE I 1D AR A
4 B2t CONNACK i i i 2 i 3. @ MQTT FEdE, JF2% i i v & i
CONNECT 3R %5 %%
. % i ) IR 45 #% i DISCONNECT 42, fH R
TR 42 EFIT MQTT 4 e
1. WROREUE I
R . ‘
6 ﬂ’fi?ﬁ@‘ﬁ%m EPURESEIT ey R S L R, 2R
QTT x& i MQTT i,
7 BERSAS TAF o3 IR 45 2 AN m] TR 4 A RE RS B R 45 8 v o
8 P LS MQTT iE#2 S AR
9~255 P R A

4.2. +QMTRECV I#%1 Host 2B MQTT ##E K URC

It URC PA+QMTRECV: H-3k, FEHTIE%N Host 152H MQTT AR 4% %% & 2% F £ a2

+QMTRECV %0 Host $EEX MQTT M URC

+QMTRECV: <client_idx>,<msgid>,<top @41 Host H MQTT 45 2% ik 5 (.

ic>[,<payload_len>],<payload>

+QMTRECV: <client_idx>,<recv_id>[,<p M MQTT AR %5 a8 178 B A7t BIZE 71 4 URC.

ayload_len>]

EEBTEFEBARBARAF

29 / 36



nueEcrTed LTE Standard(A) &% MQTT M FHTER

¥

<client_idx> A, MQTT &P uiihnAfF. JGH: 0~5.
<msgid> R, BRI BAR IR .

<topic> FRFEREA, M MQTT MRS as e it £ .,
<payload_len> B, S B

<payload> FRAFRA, EBATRAH R 3.
<recv_id> B, FONEREREIEN T . WHE: 0~4.

4.3. +QMTPING &1 MQTT fR¥ER [ A Ping dRA K URC

It URC PI+QMTPING: F-3k, #HRSS %8 ATE 1.5 M5 PRI 8] 4RI RN & P s OVE 2, DA 241 & 7 v
K% T DISCONNECT JH ., WEHMaWiIt 5% P amifiEss, i< Bz URC,

+QMTPING JB% MQTT fRIEH A A Ping AR&H URC

+QMTPING: <client_idx> <result> 2 MQTT RS, % P im ek MQTT IR Bk

I URC.
S8
<client_idx> A, MQTT &P uiihn AT, JaH: 0~5.
<result> A, Ping IRAHIEE R

1 R
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5 g

AT EGR A TR T MQTT Aok An 4o

5.1. 7o SSL K1 MQTT #/E2445

I1TC B HRE =

AT+QMTCFG="recv/mode",0,0,1

OK

I E R B RS E R
AT+QMTCFG="aliauth",0,"oyjtmPI5a5j","MQTT_TEST","wN9Y6pZSlly7Exa5qVzcmigEGO4kAazZ"
OK

AT+QMTOPEN=?

+QMTOPEN: (0-5),"hostname",(1-65535)

OK

IIMQTT %5 34T T4 2%

AT+QMTOPEN=0,"iot-as-mqtt.cn-shanghai.aliyuncs.com",1883

OK

+QMTOPEN: 0,0 IIMQTT 2 F g il I T - R 45 o
AT+QMTOPEN?

+QMTOPEN: 0,"iot-as-mqtt.cn-shanghai.aliyuncs.com",1883

OK
AT+QMTCONN="?
+QMTCONN: (0-5),"clientid","username","password"

OK

11 g iEF: MQTT A4S 4s o

I CERERT B =, A AT+QMTCFG="aliauth" £ §i fic & W & 15 B, 2 J5 Al 4 B% <username> il
<password>.

AT+QMTCONN=0,"clientExample"

OK

rEBEEEEARROARAF 31/36



nueEcrTed LTE Standard(A) &% MQTT M FHTER

+QMTCONN: 0,0,0 1175 S DR B MQTT k4525 -
AT+QMTSUB=?
+QMTSUB: (0-5),<msgid>,list of ["topic",qos]

OK

AR ERR
AT+QMTSUB=0,1,"topic/example”,2
OK

+QMTSUB: 0,1,0,2
AT+QMTSUB=0,1,"topic/pub”,0
OK

+QMTSUB: 0,1,0,0

ISR 2 P ST B A R, T HAR B AR /] — £ U AT 2RS4, e BRI E R
+QMTRECYV: 0,0,"topic/example”,36," This is the payload related to topic"

IGEI] TR
AT+QMTUNS=0,2,"topic/example"
OK

+QMTUNS: 0,2,0
AT+QMTPUBEX=?
+QMTPUBEX: (0-5),<msgid>,(0-2),(0,1),"topic","length"

OK

I N> 5, % NFF &% This is test data, hello MQTT., 3 & KK & 1500 75, £ HUIER 2t 20K .
AT+QMTPUBEX=0,0,0,0,"topic/pub",30

>This is test data, hello MQTT.

OK

+QMTPUBEX: 0,0,0

I P o T 1) 1 4 8" topic/pub™ i @, H H A& 2% W k5528 A0 1 AHFE 8, Bidhes Bk TE S
+QMTRECV: 0,0,"topic/pub”,30,This is test data, hello MQTT.

I % P fE MQTT RS 28 12
AT+QMTDISC=0
OK

+QMTDISC: 0,0 IBEFE W T -
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5.2. 4 SSL i MQTT #4E2445

N

% SSL MK S VT &2 IR [11A1]2] -

I B s =
AT+QMTCFG="recv/mode",0,0,1
OK

/BB MQTT £=i% A SSL #i .
AT+QMTCFG="SSL",0,1,2
OK

I SSL %4730 4 server authentication, %% CA iE+ %] UFS.
AT+QFUPL="UFS:cacert.pem",1758,100

CONNECT

<Input the cacert.pem data, the size is 1758 bytes>

+QFUPL: 1758,384a

OK

I SSL %4773/ server authentication, N|##fi% CC iE-H %] UFS.
AT+QFUPL="UFS:client.pem",1220,100

CONNECT

<Input the client.pem data, the size is 1220 bytes>

+QFUPL: 1220,2d53

OK

117 SSL #2K 77 server authentication, N|77f#% CK iE53] UFS.
AT+QFUPL="UFS:user_key.pem",1679,100

CONNECT

<Input the client.pem data, the size is 1679 bytes>

+QFUPL: 1679,335f

OK

/Mt E CAE.
AT+QSSLCFG="cacert",2," UFS:cacert.pem"
OK

& CCiE+.

AT+QSSLCFG="clientcert",2,"UFS:client.pem"
OK
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I E CKAEF.

AT+QSSLCFG="clientkey",2,"UFS:user_key.pem"

OK

IIBLE SSL %4,

AT+QSSLCFG="seclevel",2,2 IISSL ##J728: server authentication.
OK

AT+QSSLCFG="sslversion",2,4 HISSL FAURA

OK

AT+QSSLCFG="ciphersuite",2,0xFFFF  /[INZ& &1+,

OK

AT+QSSLCFG="ignorelocaltime",2,1 R BEHZARU [H] .

OK

P45 MQTT SSL %2,
AT+QMTOPEN=0,"alzgnxur10j8ux.iot.us-east-1.amazonaws.com",8883
OK

+QMTOPEN: 0,0

IFEH: MQTT RS 2% .
AT+QMTCONN=0,"M26_0206"
OK

+QMTCONN: 0,0,0

JRT ) 3
AT+QMTSUB=0,1," $aws/things/M26_0206/shadow/update/accepted”,1
OK

+QMTSUB: 0,1,0,1

IRATH B -

AT+QMTPUBEX=0,1,1,0," $aws/things/M26_0206/shadow/update/accepted”,32
>This is publish data from client

OK

+QMTPUBEX: 0,1,0
I P miT 19 1 4 9 "$aws/things/M26_0206/shadow/update/acceptedfit) @, H H A& 4% & A5 1 AHIF
FREHE BRI RGeS, BHs BRI ER:

+QMTRECV: 0,1,"$aws/things/M26_0206/shadow/update/accepted”,32," This is publish data from
client”
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1175 7 3 T MQTT JIR 5545 o
AT+QMTDISC=0
OK

+QMTDISC: 0,0

#IE

AFERESRA S X SSL WED AR O AT i, FEIGIEIR R BT IBE SRS .
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6 Kz sETBERIERES

R 5: BE IR

PR
[1] Quectel LTE_Standard(A)%#%]_SSL_MNH#ES

[2] Quectel_LTE_EG950A #%1_SSL_MNH#ES

*®6: REHE
] FECAFR HCAFR
ACK Acknowledgement 7RIS DS
CA Certificate Authority WEFBHAH L
IP Internet Protocol B INERE TN
MQTT Message Queuing Telemetry Transport H 2 BB 3 AL
PDP Packet Data Protocol 73 G L
QoS Quality of Service Ik 25 o
RTC Real-Time Clock SIHR
SSL Secure Sockets Layer BB
TCP Transmission Control Protocol FE AT I L
UFS User File System Pt 24
URC Unsolicited Result Code k1 Rk 45 S
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